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2. How is access to the data by a user de-
termined? Are criteria, procedures, controls,
and responsibilities regarding access docu-
mented?

3. Will users have access to all data on the
system or will the user’s access be re-
stricted? Explain.

4. What controls are in place to prevent the
misuse (e.g., browsing) of data by those hav-
ing access?

5. Does the system share data with another
system?

a. Do other systems share data or have ac-
cess to data in this system? If yes, explain.

b. Who will be responsible for protecting
the privacy rights of the employees affected
by the interface?

6. Will other agencies have access to the
data in the system?

a. Will other agencies share data or have
access to data in this system (International,
Federal, State, Local, Other)?

b. How will the data be used by the agency?

c. Who is responsible for assuring proper
use of the data?

d. How will the system ensure that agen-
cies only get the information they are enti-
tled to under applicable laws?

Attributes of the Data

1. Is the use of the data both relevant and
necessary Data to the purpose for which the
system is being designed?

2. Will the system create new data about
an individual?

a. Will the system derive new data or cre-
ate previously unavailable data about an in-
dividual through aggregation from the infor-
mation collected?

b. Will the new data be placed in the indi-
vidual’s record?

c. Can the system make determinations
about the record subject that would not be
possible without the new data?

d. How will the new data be verified for rel-
evance and accuracy?

3. Is data being consolidated?

a. If data is being consolidated, what con-
trols are in place to protect the data from
unauthorized access or use?

b. If processes are being consolidated, are
the proper controls remaining in place to
protect the data and prevent unauthorized
access? Explain.

4. How will the data be retrieved? Is it re-
trieved by a personal identifier? If yes, ex-
plain.

Maintenance of Administrative Controls

(1) a. Explain how the system and its use
will ensure Administrative equitable treat-
ment of record subjects.

b. If the system is operated at more than
one location, how will consistent use of the
system and data be maintained?
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c. Explain any possibility of disparate
treatment of individuals or groups.

(2) a. Coordinate proposed maintenance
and disposition of the records with the Major
Command Records Manager.

b. While the data is retained in the system,
what are the requirements for determining if
the data is still sufficiently accurate, rel-
evant, timely, and complete to ensure fair-
ness in making determinations?

(3) a. Is the system using technologies in
ways that the Air Force has not previously
employed?

b. How does the use of this technology af-
fect personal privacy?

(4) a. Will this system provide the capa-
bility to identify, locate, and monitor indi-
viduals? If yes, explain.

b. Will this system provide the capability
to identify, locate, and monitor groups of
people? If yes, explain.

c. What controls will be used to prevent
unauthorized monitoring?

(5) a. Under which Systems of Record no-
tice does the system operate? Provide num-
ber and name.

b. If the system is being modified, will the
system of record require amendment or revi-
sion? Explain.
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§807.1 General requirements.

(a) Unaltered Air Force publications
and forms will be made available to the
public with or without charge, subject
to the requirements of this part. Base
Chiefs of Information Management will
set up procedures to meet these needs
and will make available Master Publi-
cations Libraries for public use accord-
ing to AFR 4-61. They will also advise
requesters that these libraries are
available, since in many cases this will
satisfy their needs and reduce work-
loads in processing sales requests. If
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the item is on sale by the Super-
intendent of Documents, GPO, refer
the request to that outlet. Refer gen-
eral public requests for Air Force ad-
ministrative publications and forms to
the National Technical Information
Service (NTIS), Defense Publication
Section, US Department of Commerce,
4285 Port Royal Road, Springfield, VA
22161-0001.

(b) The Air Force does not consider
these unaltered publications and forms
as records, within the meaning of the
Freedom of Information Act (FOIA), as
outlined in 5 U.S.C. 552 and imple-
mented by part 806 of this chapter.
Refer requests that invoke the FOIA to
the chief, base information manage-
ment, for processing.

(c) Units will process requests under
the Foreign Military Sales Program
(FMS) as specified in AFR 4-71, chapter
11.

(d) Units will send requests from for-
eign governments, their representa-
tives, or international organizations to
the MAJCOM foreign disclosure policy
office and to HQ USAF/CVAII, Wash-
ington DC 20330-5000. Also send infor-
mation copies of such requests to the
base public affairs office. Commands
will supplement this requirement to in-
clude policies pertaining to those items
for which they have authority to re-
lease.

(e) Units will return a request for
non-Air Force items to the requester
for submission to appropriate agency.

§807.2 Charges for publications and
forms.

(a) The Air Force applies charges to
all requests unless specifically ex-
cluded.

(b) The Air Force applies charges ac-
cording to part 813, Schedule of Fees
for Copying, Certifying, and Searching
Records and Other Documentary Mate-
rial. Additional guidance is in part 812,
User Charges, including specific exclu-
sion from charges as listed in §812.5. As
indicated, the list of exclusions is not
all inclusive and recommendations for
additional exclusions are sent to the
office of primary responsibility for part
812 of this chapter.

(c) When a contractor requires publi-
cations and forms to perform a con-
tract, the Air Force furnishes them
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without charge, if the government con-
tracting officer approves these require-
ments.

§807.3 Requests for classified mate-
rial, For Official Use Only material,
accountable forms, storage safe-
guard forms, Limited (L) distribu-
tion items, and items with restric-
tive distribution caveats.

(a) Classified material. The unit re-
ceiving the requests should tell the re-
quester that the Air Force cannot au-
thorize the material for release be-
cause it is currently and properly clas-
sified in the interest of national secu-
rity as authority by Executive Order,
and must be protected from unauthor-
ized disclosure.

(b) For Official Use Only (FOUO) mate-
rial. The office of primary responsi-
bility for the material will review
these requests to determine the mate-
rial’s releasability.

(¢c) Accountable forms. The unit receiv-
ing the request will return it to the re-
quester stating that the Air Force
stringently controls these forms and
cannot release them to unauthorized
personnel since their misuse could
jeopardize Department of Defense secu-
rity or could result in fraudulent finan-
cial gain or claims against the govern-
ment.

(d) Storage safeguard forms. The unit
receiving these requests returns them
to the requesters stating that the Air
Force specially controls these forms
and that they are not releasable out-
side the Department of Defense since
they could be put to unauthorized or
fraudulent use.

(e) Limited (L) distribution items are
not releasable outside the Department
of Defense without special review ac-
cording to AFR 700-6. Units receiving
these requests should refer them to the
SCS manager shown in the index or on
the cover of the publications. Advise
the requesters of the referral.

(f) Items with restrictive distribution ca-
veats. Some publications have restric-
tive distribution caveats on the cover.
Follow the instructions stated and ad-
vise the requesters of the referral.



